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Enablement Guide

SecurityScorecard Cybersecurity Risk Insights App for Coupa

Getting started with SecurityScorecard Cybersecurity Risk Insights is an easy process. The setup outline in
this guide should be completed by your Company’s Coupa and SecurityScorecard admin.

Important Note: Users installing only the panel app for the Coupa Core platform, will need to complete
Steps 1-4. To add SecurityScorecard Cybersecurity Risk Insights to the Coupa Risk Aware module, complete
Steps 1-4, then continue to complete Steps 5-7.

Step 1 - Install Panel App

1. Go to the Coupa Marketplace Listing for the SecurityScorecard Cybersecurity Risk Insights App.
2. Install panel app by clicking Get Started on the left menu.
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SecurityScorecard Risk Insights

Reduce risk exposure and get control of vendor risk with SecurityScorecard for Coupa.
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SecurityScorecard
SecurityScorecard helps you discover and solve cybersecurity, compliance, and risk management challenges.
SecurityScorecard's data is available in the Coupa BSM platform, enabling you to understand and measure the cybersecurity
posture of any organization

SecurityScorecard's Panel App for Coupa helps procurement teams speed up vendor onboarding, streamline visibilty into

vendor risk, and decrease risk exposure. Embedding Ratings into C around
the world with the visibility and control they need to make smarter spending decisions and prioritize vendor security.
assessments.

Instantly rate, benchmark, and monitor the cybersecurity posture of your vendors.

3. populate the registration form & click submit


https://marketplace.coupa.com/en-US/apps/351477/securityscorecard-risk-insights
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Click Install now
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Search

Get started with SecurityScorecard Risk Insights

Please enter your details and a specialist from Coupa will be in touch with next steps.

Company Name * Email *

Full Name

Notes
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Coupa Representative Email
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Search

Install SecurityScorecard Risk Insights?

Thanks, we received your request and a Coupa Specialist will be in
touch shortly.

If you're a Coupa Admin, you can install SecurityScorecard Risk Insights
and try it now!

Build an App

Build an App

FAQs

FAQs

Enter your Coupa instance URL and click Continue. You'll be redirected to Community > Community
Exchange in the instance you specify.
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To download this app, enter your Coupa instance URL below:

Example: mycompany.coupahost.com

Continue

6. Click the Download button
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M Travel & Expenses Requests Orders Invoices Payments Inventory Sourcing Suppliers Contracts Reports App Setup

Coupa Community v Advantage  Intelligence  Sourcing Advantage ~ Community Exchange  App Marketplace
Community Exchange

@‘ Pooling Community Brain Power

Community Exchange  How To WikiDocs

View Downloaded Content

Back to Community Exchange

SecurityScoreCard

SecurityScorecard

Basic Info

Shared by Luke Household
Shared Date 08-Dec-2022
Contains Panel(SecurityScorecard)

Description SecurityScorecard is the global leader in cybersecurity ratings and the only service with over a million companies continuously rated.
Founded in 2013 by security and risk experts Dr. Alex and Sam K: " s patented rating is
used by over 1,000 organizations for self-monitoring, third-party risk management, poard reporting, and cyber insurance underwriting:
making all organizations more resilient by allowing them to easily find and fix cybersecurity risks across their externally facing digital
footprint. SecurityScorecard is the only provider of instant risk ratings that automatically map to vendor cybersecurity questionnaire
responses - providing a true 360-degree view of risk. SecurityScorecard continues to make the world a safer place by transforming how
companies understand, improve, and communicate cybersecurity risk to their boards, employees, and vendors

Categories Supplier, GRC

Minimum Coupa 35.0.0
Version

Attachments

Screenshots

Step 2 - CREATE an OAuth2/OpenID Connect Client in Coupa by following the steps
outlined below

1. From the Coupa Admin Home page, click Setup (Integrations) & select Oauth/OpenID Connect
Clients.

2. Click Create.

3. In the Create Client window, use the following values:
a. Grant type = Client credentials
b. Name = SecurityScorecard
c. JWKS URI = blank

d. Login = SecurityScorecard
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e. Contact First Name = your first name
f. Contact Last Name = your last name
g. Contact Email = your email address
h. Select the following Scopes:
i core.supplier.read

ii. core.supplier.risk_aware.read

iii.  coresupplier.risk_awarewrite

iv. core.supplierwrite

4, After you click “Save” the Identifier and Secret will be displayed

Step 3 - Configure the SecurityScorecard Cybersecurity Risk Insights App

1. From the home page of your Coupa dashboard, select Setup from the primary menu.
5;;‘C0Upa WKEv & CART@D HEP v
@) Travel&Expenses  Requests  Orders  Invoices  Community ~ Payments  Inventory  Sourcing  Suppliers  Setup  More..

Categories v Forms v Order Lists v Catalogs v Policies v

Good afternoon!

Q What do you need? Start your search here [@ Not sure? Let us guide you

Recent Activity vews v To Do vews v

You have no To Do's.

Comprehensive. Open. User-Centric. Prescriptive. Accelerated. ¥ Coupa Community v

2. Search for iFrames and Panels under Platform.
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~ Travel & Expenses Requests Orders Invoices Community Payments Inventory Sourcing Suppliers @ More..

Companyinfo  Accounts  Users  Approvals  BudgetPeriods  BudgetLines

Setup
API Keys are no longer supported. Please use OAuth2/Openit ct Clients for your AP Integrations. View the AP keys deprecation update
EZN
Neanel
£,zcoupa
Busines ss Spend Management :ginghsh (Canada) - Accessibility *
()
htps loud. _apps [ oo |
3. Edit the SecurityScorecard Cybersecurity Risk Insights App to set the App Properties.

IFrames and Panels

Create « || Exportto ~ ATVl “DataMap v Advanced Search L I

Name Description Status Certified  Actions
ISecurityScorecard Cybersecurity Risk Insights SecurityScorecard Coupa PanelApp active
Perpage 15 | 45 | 90 Edit

a. Securityscorecard Apikey (This is the API Key which SecurityScorecard assigns to a customer.)

b. Datamap App Code =
GbUujKOnpGgcYlbdt7D6n6IA4hbZTS9R2yXLagGAgMWImY5ciA9jDdIDdS6zAM5886j0FVVViKW8dZzipetpgCWK
dwfcWKmNczoj

Coupa Oauth Clientid (This is the OAuth2 Identifier created in Step 2.)

Coupa Oauth Client Secret (This is the OAuth2 Secret created in Step 2.)

e. Risk Custom Field Number 1to 10 (This is the number of the Supplier Risk Aware Feed field chosen
and configured in Step 6.)

Qo

4, After entering the App Properties, check to make sure the app is enabled. In the Actions column for
the app at Setup > IFrames and Panels, make sure the slider is set to the active position:

© /S

Step 4 - Setup Custom Fields for SecurityScorecard

1. Return to the Setup page and search for Custom Fields under the Company Setup section.
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;0;. COUpa What do you need? Q WKev A& CART@D HeEP v
ﬁ Travel & Expenses Requests Orders Invoices Community Payments Inventory Sourcing Suppliers @ More...
Companyinfo  Accounts  Users  Approvals  BudgetPeriods  Budget Lines

Setup

AP Keys are no longer supported. Please use OAuth2/OpenlD Connect

Clients for your AP Integrations. View the AP keys deprecation update.

Showing setup pages matching field x Find it fast! Use the Instant Filter field x
Ci r‘/"m@lald'
Custom Fleld Translations
Field Mapping
z,2coupa
Businass Snend Manacamant « mth:h (Canadal + Accessibilitv
2. At the top of the page under Select an object to customize use the dropdown menu to select
Suppliers.
Custom Fields
Text Field‘;\ Alphanumeric |
Multiple lines of alphanumeric text. Lorem ™
Select an object to customize‘ Suppliers ~ ipstortor ut justo lacinia mattis. “
Select a field to customize or ad( Requisitions agitto the appropriate 12345 |
region. Purchase Orders
Receipts 121212
Invoices
Su pp“ers Commodities v
Categories San Francisco
Departments B
SecurityScorecard Items i
. Option 2
Bomain
Contracts
National Provider Users
. Addresses S
Identifier Lookup Values o
........................... Sourcing Events Descriptive Text ;  Non-editable informational text
Jurisdiction | Asset Tags Fpwr -
Internal Suppliers | LT ookup | San Francisco
Warehouses San Mateo
" i Form .
Supplier Type | Punchout Sites User || M|
Advance Ship Notices L) N mﬁm L
Drag customfieldsi{| L ApprovalGroup | v
Approval Group #1
here
. Mutiselect, ’
. . Item Three
Supplier Sites fom Four v
Money 120.25 usp ¥
Drag custom fields:|
here
3. Click and drag the Text Field box from the list of objects in the right region, and pull it into the
Suppliers region on the left.
4, Click on the new text field you added to the Suppliers region and set the field parameters.

a. Prompt = SecurityScorecard Domain
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Field Name = securityscorecard_domain
Format = Text

Active = Yes: check the box

Editable = Yes; check the box

Required = No; leave unchecked

l?. SecurityScorecard

Click Done when you are finished adding your information.

Custom Fields

Select an object to customize‘ Suppliers

~

Select a field to customize or add a new custom field by dragging it to the appropriate

region.

Suppliers
securiyscorecard)

Field Name
Identifier

Type

Column
Prepaid Supplier
Who can see
this custom
field?

Influence .
Size

Prompt

SecurityScorecard Domain
securityscorecard_domain

Text Field
custom_field_1

(@) Everyone

- to - characters

Alphanumeric

Multiple lines of alphanumeric text. Lorem -~

ipstortor ut justo lacinia mattis. .
_Number | 125
Date | 121212 [=])]
Drop Down || ~)
B Sen Francisco

| Option 1

() Option 2

Browse...

v)
“7_San Francisco

User | v

SﬁmEIE User1

Drag custom fields

. here Defaults

From

B

~
v
[

Format

Supplier Sites

Active

Editable +

Required
Hint

~
E—
“osee 1 oo

ApprovalGroup ||

Approval Group #1
Approval Group #2

v)

Multi Select |

Item One
Item Two
Item Three
Item Four

~

Money |

120.25

usp v
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Step 5 - Populate the SecurityScorecard Domain field for each of your suppliers. From the Coupa home
page, click Suppliers, then edit the supplier record by clicking the pencil icon in the Actions column. The
SecurityScorecard Domain field is located within the Additional Settings section of the supplier record.

= Additional Settings

Preferred Commodities IT X Business Card X Print X

Marketing and Advertising X Marketing Print X

Default Commodity [T v
Default Currency ~
Match Level 2-way v
Shipping ~
Tax Code ~
Savings % 5.000
Chart of Accounts | gglect COAs

SecurityScorecard | lenovo.com
Domain

Prepaid Supplier ()

Check the Supplier record to ensure the SecurityScorecard Cyber Risk Insights panel is populated. From the
Coupa home page, click Suppliers and select a supplier name to view the supplier record.
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@ SecurityScorecard Cybersecurity Risk Insights

Network DNS Patching  Application IP
Security  Health  Cadence Security Reputation

83 74 /3 77 100
Endpoint  Cubit  Hacker Information Social
Security  Score  Chatter Leak Engineering

91 100 100 100 100

87
Domain lenovo.com Overall Score: 86

86

OverAll

85

Top 5 Issues Severity Count g a4

spf_record missing medium 25 =

outdated_browser high 9 .

redirect_chain_contains_http_v2 medium 27

hsts_incorrect v2 medium 79

csp_no_policy_v2 medium 92 -

Coupa Supplier Health Date Sync'd to Coupa Risk Aware 81 ! 1 ] I I !
Supplier's Risk Score 2023-08-29 17:21:22 GMT Highcharts.com

Past 6 months overall score

View full Scorecard

If you are only installing the panel app for the Coupa Core Platform, you have completed setup.

To map the SecurityScorecard Score for use within Coupa Risk and Performance Management (RPM &
RPMA), please continue with steps 6, 7, & 8.

Step 6 - Setup Supplier Risk Aware Feed

1. From the Custom Fields page Select an object to customize using the dropdown box and click on
Supplier Risk Aware Feed.

2. Select an unused Number Field and set the following field parameters:
a. Prompt = SecurityScorecard Score

b. Active = Yes; check the box
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c. Hint = Higher is Better
d. Range =01to100

e. Click Done

Custom Fields

Select an object to customize‘ Supplier Risk Aware Feed w

Select a field to customize or add a new custom field by dragging it to the appropriate
region.

Supplier Risk Aware Feed

Ecovadis

BitSights

SecurityScorecard 0 SecurityScorecard Score

core

Number Field 04 Originally Number field 03

Number Field 05 Active

Number Field 06 111+ Higher is Better

Number Field 07 Range _ to m
Number Field 08 m

Number Field 09

Number Field 10

note: the number of the Number Field you chose in this step should be entered into App Properties (Step
3.3)

Step 7 - Setup Supplier Health Module

1. Return to the Setup page and search for Supplier Health under the Suppliers section.
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A Travel&Expenses  Requests  Orders  Invoices ~ Community ~ Payments Inventory  Sourcing  Suppliers (EENJ) More..
Companyinfo  Accounts  Users  Approvals  BudgetPeriods  Budget Lines

Setup

API Keys are no longer supported. Please use OAuth2/Ope; ents for your AP Integrations. View the

Showing setup pages matching health x ~ Find it fast! Use the Instant Filter health

Health
£xcoupa
Business Spend Management - (1) English (Canada) - Accessibility *
tps:fjsecurhtyscorscard-coupalink-dem.coupacloud.comjsuppher_iskjsetup

2. In the Calibrate Risks section (Setup > Suppliers > Supplier Health), you can assign weights to the
risk criteria to create your own formula for evaluating supplier risk. If SecurityScorecard Ratings are your

primary indicator of risk, SecurityScorecard recommends a high score (over 70%) to ensure the health score
is a reflection of the SecurityScorecard Rating.
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voices Community Payments Inventory Sourcing Suppliers Contracts Reports Travel

ovals Budget Periods Budget Lines

Supplier Health

Risk and Performance Weights

Assign overall weights to risk and performance criteria to create your own formula for supplier health.

Overall Weights Restore To Coupa Defaults

Supplier Performance e — 50 %

Supplier Risk — — 50 %

Total 100 %

Calibrate Risk Select Risk Screening Lists
Assign weights to the risk criteria to create your own formula evaluating supplier Select risk screening lists to display for supplier risk score details.
risk. us
UK
Risk Weights Restore To Coupa Defaults EU
Financial Score  em Ee— 10 %
Judicial Score @ — 5 %
News Score @ e—— 5 %
Spend Guard Risk el me—— 10 %
SecurityScorecar... — eo— — 70 %

Total 100 %

Step 8 - Ensure SecurityScorecard Cyber Risk Ratings are populating under Supplier Risk
Score and in custom views of the Risk Aware Table.

1. SecurityScorecard Score within Supplier Health on a supplier record:
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Lenovo

Supplier Health

No supplier health data available, please check back soon.

0 Prescriptions 0 Prescriptions

Supplier Risk Supplier Performance

K]

.3

sl
K

Supplier Risk Score

Risk Criteria Rating Status: Not Started
Financial Score o Higher is NA
better 1 100
Judicial Score o Higher is NA
better 1 100
News Sentiment 0 Higher is NA
better -1 1
Spend Guard Risk 0 Higher is NA
better 1 100
Screening Lists o Not found on screening

lists

SecurityScorecard o
Score 0 100

86

SecurityScorecard Score in a custom view of the Risk Aware Table:
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oices Community Payments Inventory Sourcing Suppliers Contracts Reports Travel Setup

Risk Aware Performance Supplier Sites Catalogs Supplier Portal Directory Insights

Risk Aware

Suppliers  Pending Req Lines  Open Orders  Pending Invoices  Active Contracts

Load from file Export to ~ *My View v Advanced lenovo yel

showing limited - search for | lenovo %

Dashboard Opportunities

High-Risk Suppliers Trusted Suppliers Best in Class Suppliers Partial Ratings
® ® @
0 suppliers 0 suppliers 0 suppliers 0 suppliers
0% of PO spend 0% of PO spend 0% of PO spend 0% of PO spend
Pending Req Lines Open Orders Pending Invoices Active Contracts Sourcing Events
®ousD 0UsD ousD 0 0
®ouUsD 0uUsD 0usD 0 0
@ ousb 0uUsD 0usD 0 0
0 uUsD 0UsD 0 uUsSD 0
Name Display Name Status On Hold PO Spend Invoice Spend Rating Status SecurityScorecard Score
I Lenovo Active No Not Started 86

Perpage 15 | 45 | 90

FAQ
Question 1: Do | need a SecurityScorecard License?

e Yes. Access your Complementary Enterprise License available to Coupa customers here:

https://securityscorecard.com/coupa/. The license allows you to monitor your own organization as

well as up to 50 suppliers, for 90 days with access to a dedicated customer success manager and the
SecurityScorecard support team.

Question 2: What data does this pull in for a given company?

e At this time, the top-level company score

Question 3: How often does this data update?

e SecurityScorecard Ratings are updated daily, and the data is fetched daily or when a supplier is
viewed.


https://securityscorecard.com/coupa/

